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A resource stakeholder (e.g. data “owner”) will impose

provides several forms of use-conditions. Example use-condition

¢ Some component of an X.509 certificate (e.g. “organization” -
fairly general or “common name” - very specific)

(in this case the X.509 certificate supplies all of the required
attributes)

¢ Group membership
(stakeholders can establish their own groups, and attribute
certificates issued by parties named by the stakeholder will

place a user into the group - i.e., an attribute certificate issued
to a user that attests to membership in the group)

" The Use-Condition Certificate Generation Process

use-conditions that must be met before access is allowed. Akenti
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Akenti: Use-Condition Generation

"An example use-condition certificate: R

----- BEGIN TEXT CERTIFICATE-----

----- BEGIN TEXT-----

use-condition certificate type

issuerAndCA "/C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/CN=IDCG-CA" "/C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/CN=William E. Johnston sg1" Issuer of this cert

resource http://imglib.Ibl.gov/shared/wej name of the resource

attribute "( group : HPSS )" required attribute

scope sub-tree scope of the access permissio

enable access read,write,modify,chmod permitted actions

subjectCA'/C=US/O=LawrenceBerkeleyNationalLaboratory/OU=ICSD/CN=IDCG-CA"
CA required for user

attributelssuerAndCA group Attribute "/C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/CN=IDCG-CA" "/C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/CN=William E. Johnston sg1" name and naming authority

attributelssuerAndCA group Attribute "/C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/CN=IDCG-CA" "/C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/CN=Mary R. Thompson sa2"

N
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Akenti: Use-Condition Generation
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Akenti: Use-Condition Generation

il . Use Londition Lertihcate Generator

| &= USE CONDITION CERTIFICATE GENERATOR m

L J

@! Enter the URL of the resource to which you wish to allow access
http://www-itg.lbl.gov/Akenti.test.we]

N e
|

"¢ By naming the resource, the use-condition issuers
(stakeholders) are identified (thehtauthority file for the
resource Is retrieved)

<

Authority scoping is dependent on the nature of the resource,
policy model. For Web servers, scoping may be established:
by the location of the stakeholder in the directory hierarchy ; .
as illustrated in figures 4 and 5. .
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Akenti: Use-Condition Generation
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[ | @! Enter the URL of the resouree to which you wish to allow access

1L
— | http:/Awvww-itg.lbl.gov/Akenti.test.we]

2% Use Condition lssuers and CAs

[& Choose Use Condition Issuer and its CA

S Help william E. Johnston sg1

DCG-CA

{ Your Signing Authority )

{ Your Certificate Authority )

X Validate Use Condition Issuer

uz
a1

h*
el Signing Authority: |E'William E. Johnston sgl

:
jdl
o7 (Passphrase this key was encrypted with)

8

CANCEL

. ¢ Pickthe stakeholder,

. persona that will

. issue this use

. condition and

« unlock the signing
«  key

[ |

:

[ |

[ ]

\.--------
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Akenti: Use-Condition Generation

-

Build Expressions and choose Attribute Issuer and its CA
% Select
Attribute Select

0

ou

cn

Select Value Attribute Verifier
Attribute Mary R. Thompson Verifier DrG-CA N
William E. Johnston - maat.lb
= E> crilekha S Mudumbai - sandy ]:> E>
William E. Johnston ul

EXPRESSION BUILDER

=l I
_|AND _|OR [T ADD ATTRIBUTE,/VALUE PAIR D

Building Expression

en = William E. Johnston ul and en = Srilekha S. Mudumbai - sandy1@Ibl.gov]

E !

4] I

--‘----‘I

(=

The use-condition certificate specifies required attributes ang
values, together with who is trusted to attest to those
attributes.

Attributes may be arbitrary name-value pairs, or a
component of an X.509 Distinguished Name.
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Akenti: Use-Condition Generation

-i. Chooze Subject CA

Choose the Subject CA

ﬁ Certificate Authority to validate the user {subject) of the resource

¢ If the required attribute is from an X.509 certificate, then the;

= —ar Tt

. CA of the user that issued the identity certificate must be =
:  identified E
Eo If the required attribute is defined by the stakeholder, then the
. identity verifier of the user must be separately specified.
K------------------------------------------------./
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Akenti: Use-Condition Generation

{

|
@
! If aceess 1s checked, then all users must satisfy this use condition.

Enable Access/Actions

otherwise, the use conditions apply only to these actions chosen.
able e
write
modify

-------‘-

\------------------------------------------------./

In addition to undifferentiated access rights, the use-conditioil
certificate can encode qualifications on actions. The policy *
engine extracts the permitted “actions” for the target resource
as uninterpreted keywords and passes them to the resourcée
server where the action keywords are associated with methoclc
that act on the resource.
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Akenti: Use-Condition Generation

> Scope of the Uge Condition

Set scope of your use condition

m The seope of the use condition may be applicable to only its level and/or its sub levels

m loeal

sub-tree

[ | [ |
"¢ For resources with a hierarchical policy model, the scope of}

[ |
* the use-condition certificate must be specified. .
. .
[ | [ |
| |
[ | [ |
[ | [ |
| |
\l-----------------------------------------------I/
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Akenti: Use-Condition Generation

Review Use Conditions Set

IF <expression> THEN <action(s)> WITH <scope=>

[F en = William E. Johnston ul and en = Srilekha S, Mudumbai - sandy1@]1bl

Aitributes, Atiribute Certificate Issuers and their CA=

Subject CA Laboratory/DU=ICSD/CN=IDCG—CJ{ =IDCG-CA™ "/C=U3/O=Lanwrence Berkeley Nati

i 1 iasealPreFerenceaIﬂuitl
Use Condition Issuer =ICSDYCN=William E. Johnston sg1 .

id, Chapter | [sysadn |

Use Condition Issuer’s CA Laboratory/OU=I1CSD)/ CN=IDCG—CJ{ it | Search, .. | Hore, .., |

ilakble in mpression  |[3DES [ 14.31

Internet 5
= Day but
Add more Conditions = xx25UNSD
yet recei LI

zigred it
®» Yersian o

?mm.

sion [3DES 941 [12

stakeholder and made available by a trusted server. "
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‘Generate A Certificate Singer’s key-pair and Identity Certificate

At this pointin time, it is not possible to get to the Netscape browser
maintained private keys for the purpose of general document
signing. Therefore a utility is provided to generate key-pairs for the
purpose of Akenti certificate signing. The utility generates an
X.509 certificate request in standard format, and this is submitted
to the Netscape CA for certification. The CA treats this as a “server
certificate” request.

In the future, we may be able to use the Java code signing function
so that the signing certificates may be managed by the browser.

13 14 15
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Akenti: Signing Certificate Generation

> henerate key and request for zerver cerlificate

&‘ﬁ GENERATE KEY AND REQUEST FOR SERVER

Certificate Issuer DN boratory/OU=ICSD/CN=William E. Johnston sg1

Generate key and certificate Quit Application

: *
FE A B S EESESESNESESESENESESESNEENESE NSNS SN SN NN NN NN EENEENEN

¢ Signing key and certificate requests are generated by a .
» program run in the issuer’s local environment .
| |
¢ The encrypted private key and the certificate request are kepEt
| . . .

= n ~Issuer/.Akenti "
| |
¢ Once the certificate for the signing identity is issued, the |
. “Identity” Iis portable - like Netscape v.4 private keys, it may be.
= moved from system to system. -
\l-----------------------------------------------j
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Akenti: Signing Certificate Generation

J'Emkmarkx \{& Netsite:Ihttp&::’.-‘idcg-u:af’ j

NETSCAPE Request a Server Certificate

CERTIFICATE

SERVER This form allows you to suwbmit a request to this Certificate Server for a certificate to be used in another Metscape Server. The request
should be generated using the administration forms for the other server. In that setver's administration forms, wisit

Encryption | Fequest Server Certificate.

Server Certificate Request

Public | Priv

Cut and paste the server cerbificate request mto the text area below.

Public Menu

Certificate Redquest: | | ‘ a 11 t II b}
Beguest a Data: [ | ny eX erna y
Personal Wersion: 0 (0x0) F
Certificate Subject: C=0%, O=Lawrehce Berkeley National Labhorator t d
Subject Public Key Info: | genera e
Eeguest a Public Eey Algorithm: rsaEncryption ]
’ Server Public Eey: (384 hit]

00:d3:b2:5d:e0:lc:ed:dd:fo:a5:12:d6:62:h7

%s 3h:cD:f5:".-‘2:|:3:54:af:96:".-‘f:b2:61:40:31:&9. IOOkS Iike a

e « certificate request

[ |
[ |
[ ]
[ |
[ |
[ |
[ |
[ |
[ |
List dl | u 1] ] u
Certificates [ | Server req ueSt to [ |
Contact Information B B
Accept.Th..is h C
?_y_uthunt i Enter information that can be used to reach you regarding thiz request, : t e N etscape A :
Ao . .
Havigator f - h
_ Name: [William E. Johnston i Inter ace t |S, [ |
somlie | : : :
Pt | Bl [ommstongeorge Th1g  however, is a i
[ ] [ ]
Revi Phone: [510-436-5014 . .
s | = signing key 0
Bewocation e . [ ] |
i Additional Comments To Issuing Agent
List
- 0 requ est. 8
Enter any additional comments directed to the person who wall process your certificalll [ |
| ] [ |
Lkenti signing certificate request [ [
K .--------------“--./
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Akenti: Signing Certificate Generation

' W!YBDkaarks ¥

[ T (Mt ps: A fideg-cad

NETSCAPE
CERTIFICATE
SERVER

Server Certificate Signing Request

Your request has heen subrmtted and will be proceszsed by a representative of the cerificate authonty. Please include the reference
number helow when mnquiring ahout this request. You should save this output untl you recerve the requested certificate.

Reference Numhber: 39

Subject Name

\.I-------.

Public Menu
Eequest a CHN=William E. Johnston sg2, QU=IC3D, O=Lawrence Berkeley National Laboratory, C=U3
Personal
Cetificate Subject Public Key Information
’ Request s Algorithm: PECS #1 RSL Encryption
Server Public Hey:
Cetificate Modulus:
earch For O0:d3:thz2:5drel:lcied:dd i feiabi 12 ide 62 th7i2ei3hic0i£5:72 103 :54af:96:
ms Sffngi;:fm:Sl:EQ:19:d".-‘:BE:1::9:QE:ff:Eliﬁ”f’.'ai:%:ﬂjiE'-aﬁcﬁ:ﬁl:ﬂdﬂd-' EEEEEEERI
List Fubhlic Exponent: 65537 [(0x10001) | - -
Ceniins =4 Once the signing
N Thi Reqguestor's Contact Information ] . o . .
t
T ) « certificate Is Issued and
Four Name: Willam E Johnston B .
Mavigator E-mail: johnston@george.lbl gov | Stored N the LDAP
Accept This Phone: 510-486-5014 L el .
ushorty i = (database, it is available
Your Server Fequestor's Additional Comments n . .
Revies o B = for validating
Certificate Akenti signing certificate redgquest [ ]
Bevoratio .. . g
i * use-condition certificates
K A EEEEEEEEEEEEEEEEEEEEN
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